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HMEMORANDUM FOR: Director of Data Processing
, Director of Security
Director of Communications
Director of SIGINT Operations
JAief, Logistics & Procurement Law Division, 06C

FROM: James H. McDonald
: Director of Logistics

SUBJECT: Procurement of ADPE of Foreign Menufacture

1. This menorandum inciudes in paragraph 4 a specific
request for action and invelvement by your office.

‘2. The Office of Data Processing, in a 21 April 1981
memorandum from the Chief of its Management Staff to the
Chief of Procurement Division, OL, proposed that the following
procurement policy be established: _

"It is the policy of the Office of Data Processing that
autonatic data processing equipment which is substantially of
foreign manufacture will not be procured for use in Office of
Pata Processing computer networks.™ -

The above pelicy proposal was based on concerns that equipment
could be altered for surveillance or disruptive purposes during
manufacture; the possible embargo of spares, upgrades, ongineering
- changes, servicing and follow-on technolegy; alteration of equip-
ment for surveillance or disruptive purpoeses during servicing;
difficulty in accessing engimeering/manufacturing personnel;
and, finally, the undesirable necessity of having to utilize
foreign nationals for maintenance of hardware/software. The
sonCAY ¥ 12l AP are supperted in a June 1981 memorandum '
from Chief of the Office of Security's STAT

1ﬁf@rmatian,8ysteas Security Group.

_ ‘3. The need for stringent security with regard to the
Agency's automated systems is paramount; however, there are a
nunber of concerns which must be resolved before we implement
the proposed policy. These iaclude such matters as excluding
- any number of suppliers from competition for Agency business,
cutting ourselves off from advances in technology by foreign
manufacture, noncompliance with the Brooks Bill which is the
Ybible" for management of ADPE acquisition in Federal Govermment,
' what apparatus is necessary within CIA to manage such a& policy,
what additional requirements should be placed on domestic K
 suppliers to make certain that the kind of intrusion we are’
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SUBJECT: Procurement of ADPE of Foreign Manufacture

protecting against from foreign suppliers does not cccur by
“infiltration of domestic su§pllar ranks, ete. To fuily
identify the threat, work out the various problems, develop
an Agency Headquarters Regulation, and establish an Agency
organizaetion for implementing the new Falzc}, I believe

that a8 task force should be established. Representatives

of the addresses components are considered te have significant
interest in this matter. The urgency of gettisg on w:tﬁ this
effort i1s critical, as several large ADPE procurements are
scheduled to occur during the next several months.

4. It is requested that addressces designate an officer
from their respective components to serve on a task force to
consider the entire problem of procurement of ADPE of foreign
manufacture. Thelr goal will be to recommend an Agency policy
to me, draft & Headquarters Regulation, identify any necessary
actions with outside parties, such as Congressional Oversight,
Kational Security Council, notice in the Federsl Register, etc.,
and recommend 0rgaﬁizat1aﬁal changes necessary to implement
the provisions of the &eaﬁ@uarters Regulation. The name of
-your designee is requested by 28 August 1981. I will ask the
task force to attempt to complete its work by 16 Gctober 1981.4
Because of the imgartancs of this project. 1 have assicene
Chief of my Procurement Management Staff,
will report directly to me im his rele as Ta ‘ Cr mEn.
Readers of this memorandum are asked to co?siéer its centent as
sensitive and for imternal use omly until such time as the task
ferce has compieted its work. ﬁandizag of the information on
this basis will reduce correspondence, protests, or other comnun-
ication from outside suppliers that would be disruptive to task
force efforts. .

/8/ James H. McDoneld
James H. HMcDonalid

Atts
A - C/Hs/0DP. ﬁenb étd 21 April 81
B .- ISEG/0S menmo dtd 9 Juae &1

¢¢:  General Counsel
DDA
DDSET
HIE¢]
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MEMCRANDUM FOR: Chief, Procurement Division,
Office of Logistics ’

"ROM

e

Chief, Manacement Staff, OoDP

SUBJECT : Automatic Data Processina Equipment
-~.. Procurement Policy

25X1

\

1. Avtomztic gata processing equipment (ADPE) manufactured
-0 & foreign country is becoming more and mors common in the
‘merican marketplace and, hence, senior CDP managers are becoming
fncreasingly concerned, for security reasons, about the possible
ntroduction of foreign made ADPE into Central Intellicence
-cency facilities. Two primery reasons for these concerns are
nvsical Security considerations and the potential reguirement
‘or visits to Cen:ral Intellicence Agency facilities by
thresentatives of foreign vendors such as manufacturing
ngineers. New equizment will use technology that will make
etection of surveillance devices very difficult and thus
ncrease the possibility of a success®ul tenetration of our
ecurity “eguards. When difficule, complex engineering
roblems ncountered with ADPE manufactured in U. S§., it
sually i ossible . and sometimes necessary toc bring design
N¢ineers to ieadguarters to resolve the problems. However, it
ould not seem prudent to bring design engineers of foreign
snufactired eguipment into Agency buildings. Our security
»hcerns, then include:

o »
[ SN T
O ot
o AN {1 IS}
VA"

° Alteration of equipment for surveillance or

disruptive burposes during manufacture.
des, engineering
chnology.

Embargo of srpare ra
chances, or fcllow-on te

° Alterztion of equipment for surveillance or
disruptive purposes during service
(including modification of TEMPEST
ecuicment), 25X1
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Difficulty in access to
englneerlng/manufacturing bPersonnel. :
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i;:b;;lty ¢of having teo utilize forgi n
naticnal engineering/manufacturin en
s - : : i P L. A d
sreclalists for Talntenance of ©

Lardware/software,
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“illce of Securi
rity, we propose to establish the following 11
~lowing policy

rec¢arding the procure 1
Frocessing Computing ?zgglifiigpg 1O use in Office °F pata
N !
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Précgisﬁge %ﬁllcy of thg Office of Data :
eouiogen*gwh'ag automatic data Frocessing
ménu%$r+gre ich is Stbstantially of foreign
ment =tu -w1ll not be procured for use i
£Z1ice of Data Pr cessing conmp "
networks." omputer

uga i
estions, for Drocurement reasons,

-

] Do vou have a , a
. - 4 X.ly -
policy?

4-.}..,-\_&. - 3 4 5
~wac would strengthen this

e D/CGDP
DD/CDp
C/ISSG, /08
DD/A/0DP
2D/?/0DP
C/ED/0ODP
C/PeaPG/0ODP
EQ/ODP

';/Q/ADP&EB/PD/QL
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